
10   CLASSIFYING TYPES OF INFORMATION 

CONFIDENTIAL INFORMATION 

Employee information 

• Personnel data (privacy data) 

• Payroll and financial data 

• Human Resources actions 

• Performance review data 

• Benefits and health plan data and actions 

• Manager-employee personnel correspondence and actions 

Sensitive and Proprietary Business Information 

• Trade Secrets 

• Pre-patent information 

• Acquisition, merger, and divestiture information 

• Corporate business strategies and plans 

• Business pricing and costing algorithms 

• Competitive and market analyses, forecasts and plans 

• Student accounts 

• Privileged Legal Information 

• Security or Operational Vulnerability Assessments 

• Critical Infrastructure 

• Safeguards and Security Controls 

• Student lists and student information 

• Customer account data and agreements 

• Business and service proposals 

• Vendor and supplier negotiations and agreements 

• Legal actions and information 

• Security Investigations related information 

• Compliance and audit data 

• Detailed facilities information 

• Passwords, security control codes, access codes, security mechanisms for systems, networks and 
applications 

• Physical and Logical protection processes and procedures 

• Financial information which has not been officially certified and submitted for public release 

• Asset inventory and value information 

• Asset configurations and deployment plans 

• Operational plans, status, processes and procedures 

• Risk Assessment and Management information 

• Real Estate Market Area Analysis Mapping 

• Real Estate Owned & Leased Property Data & Reporting 

• Tax Returns and Reports 
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